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Figure 7: REAL ID Grants Awarded Compared to Grants Requested

The average amount of grant funding requested for the 19 states
was $8.5 million, while the average amount actually awarded was
$1.7 million, less than 25% of what states said they needed to fund
REAL ID. For example, one state requested $12.2 million and
received approximately $550,000.

States have requested that Congress make additional grant money
available. Further, several state representatives have testified
before Congress asking for increases in funding levels. As late as
March 2008, stakeholders requested that the Administration and
Congress provide at least an additional $1 billion in fiscal year
(FY) 2008 in addition to the grants already awarded to states to
assist with start-up costs. However, no additional FY 2008 funds
were allocated in response to this request.

Communication of Grant Information to Stakeholders

FEMA GPD is responsible for developing guidance for state
submissions of grant applications along with developing and
communicating the application review process. However,
representatives from 17 of the 19 states we contacted indicated that
they did not receive clear guidance on the REAL ID grant process.
Specifically, states reported that DHS did not clearly communicate
the process and requirements for submitting grant applications, the
process and criteria for grant awards, and the terms and
stipulations for acceptance of the awards.
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Grant Application Process

FEMA GPD issued guidance on the REAL ID grant program to
states in December 2007."* The guidance indicated that available
grant funds would be awarded for electronic verification systems
infrastructure development and proposals that would have
multistate benefits such as the REAL ID Pilot Project and the
REAL ID Vital Events Verification State Project.

However, DHS decided in March 2008 to adjust the basis for
award allocation to include the number of drivers per state, which
resulted in a broader distribution of grant funds. DHS also
extended the grant application deadline one month, to April 2008,
to allow states more time to complete their grant applications.
Officials from several states told us that when the award emphasis
shifted, they were advised to submit an application to ensure
inclusion. States that had not intended to apply for grants based on
initial guidance had to scramble to submit an application by the
deadline. Additionally, states that had spent time completing an
application according to the initial guidance were frustrated by the
shift in award criteria.

Unclear about the requirements, states reported that their grant
submissions were incomplete and misdirected. Specifically,
officials from one state said that their grant submission only
accounted for a portion of their total estimated implementation
costs. These state officials explained that they received guidance
from DHS suggesting that they scale back funding requests to
improve their chances of receiving a grant award.

Grant Award Process

The grant guidance stated that proposals would be reviewed and
assessed by a FEMA peer review panel based on the strength of the
submission and would be awarded on a competitive basis. The
panel evaluated applications and assigned a numeric score based
on criteria such as innovation, security and privacy enhancements,
and the state’s likelihood for REAL ID implementation success
and compliance. After scoring, rating, and ranking each
application, the panel submitted its recommendations for grant
funding to the FEMA GPD.

However, the grants awarded in FY 2008 did not correspond to the
panel rankings. For example, one relatively large state included in

1 FY 2008 REAL ID Demonstration Grant Program: Program Guidance and Application Kit, December
2007.

Potentially High Costs and Insufficient Grant Funds Pose a Challenge to REAL ID Implementation

Page 18



this review received a low ranking from the FEMA panel;
however, the state received a large grant. Another state applied
late and was not ranked by the FEMA panel; nevertheless, this
state received grant funds.

DHS decided in March 2008 to distribute grant funds more broadly
than it originally planned. In June 2008, DHS awarded each of the
48 states that applied a portion of the nearly $80 million available.
The awards were based on a number of factors including the
number of drivers in a state. Additionally, $17 million was
allocated for a state to lead the verification hub project, and $4.8
million was allocated between each of four states participating in
the verification hub pilots.

Terms of Grant Awards

States reported that they were unclear if accepting grant funding
obligated the state to comply with REAL ID. One state, that did
not intend to implement REAL ID, reported it did not apply for
grant funding as it otherwise would have because it received
unclear guidance suggesting that application and acceptance of
grant funding would require the state to comply with REAL ID.
States reported that they received contradictory information from
the REAL ID Program Office and FEMA GPD in this regard.

Although DHS provided initial guidance on the grant program, it
did not communicate timely to states the changes in the grant
award criteria because it had not developed a communication
strategy. Consequently, states did not fully understand the process
and expressed their concern and dissatisfaction with DHS’
communication concerning the grant process.

Leqislative Challenges Hinder State Efforts to Fund REAL ID

Without sufficient grant funds, states must find ways to pay for
REAL ID. Many states reported that funding significant new costs
for REAL ID in a time when state budgets are shrinking poses an
additional challenge for implementing REAL ID. Officials at one
state DMV said that it was difficult to ask the state legislature for a
large budget to fund REAL ID under these circumstances.

Another state anticipated having to reallocate money from other
critical needs. For example, one state raised the possibility of
taking $100 million out of its highway fund as a last resort to cover
the REAL ID implementation costs.
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Some states are considering passing part of the cost to drivers
through license fees. For example, one state said it anticipates
increasing its driver’s license fee to $50. Another state said that it
would have to increase the cost of a driver’s license from $30 to
$100 to cover REAL ID costs. In some states driver’s license fees
are established by the legislature, making it difficult for those
states to cover increased costs this way.

States May Not Meet Material Compliance Deadline

Because of the potential high cost to implement REAL ID and
insufficient grants to cover those costs, many states are unsure if
they will meet the material compliance requirements by December
31, 2009. If they do not, they will not be eligible to obtain the
extension provided in the Final Rule for full compliance.

We asked state officials specifically whether their states would
achieve material compliance benchmarks by the deadline. As
illustrated in Figure 8, of the 19 states interviewed, only six states
expected to meet the deadline, 10 states were not sure, and three
states did not expect to be materially compliant by December 31,
20009.

Will Your State Meet REAL ID Matenial Compliance?

Yes

10 Unknown

No
Figure 8: State Responses to REAL ID Material Compliance

Although cost is not the only factor influencing states’ decisions on
REAL ID, it is a major concern. Several states were hesitant to
speculate on whether they would achieve material compliance until
state executives and legislators reached a policy decision on REAL
ID compliance. As indicated in Figure 9, some states introduced
legislation opposing REAL ID based, in part, on concerns about
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the costs of what they view is an unfunded mandate. Some states
have already enacted laws prohibiting REAL ID implementation.

State Legislative Action on REAL ID

11

D = No Legislation Opposing REAL ID

D = Legislation Introduced Opposing REAT ID
D = Legizlation Passed Opposing REAT ID
Figure 9: State REAL ID Legislative Actions

Of our sample of 19 states, 11 introduced legislation and four
enacted laws opposing compliance with REAL ID.

Recommendations:
We recommend that the Assistant Secretary for Policy:

Recommendation #1: Ensure stakeholders consisting of federal,
state, and private representatives help develop and disseminate
necessary guidance related to the REAL ID card marker, facility
security, verification systems, and best practices that would assist
stakeholders in implementing REAL ID.

Recommendation #2: Establish a communications plan to ensure
that stakeholders receive the necessary REAL ID program and
grant guidance.
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Appendix B
Management Comments to the Draft Report

Grants Process

Our comments on the report’s treatment of the grant program focus on two areas — the criteria for
grant award and communication with the states.

The FY 2006 Appropriation Act required DHS to develop and obtain Congressional approval of
the REAL ID Implementation Plan prior to awarding grant funds. The REAL ID Implementation
Plan was approved by Congress in August 2007. In addition, DHS developed and included grant
award criteria in the 2007 REAL ID Implementation Plan. The award criteria included in the
2007 REAL ID Implementation Plan was used as the basis for the FY 2008 REAL ID
Demonstration Grant funding award allocations to the states. The Congressionally approved
2007 REAL ID Implementation Plan allocated the majority’ of available funds for competitive
grants with the following priorities:

Initial development of an integrated system for state-to-state data exchange.
Improvements to the Electronic Verification of Vital Events hub to support the volume of
transactions required under REAL ID.

e System development to support applicant data verification with the Department of State,

e Model standards and procedures for document verification by state DMV,

e Model privacy standards, security practices, and business rules regarding verification of
driver information with Federal and state agencies.

¢ Modifications to, or expansion of, the Commercial Driver License Information System
(CDLIS) to meet the requirements of the REAL ID Act.

The REAL ID Implementation Plan also detailed the following criteria for grant awards:

Expedite deployment of required verification systems.

Expedite states’ ability to connect to required verification systems.

Involve the joint efforts of multiple states or state DMVs.

Reduce the costs of REAL ID implementation for individuals, states, and the Federal
Government.

e Reduce the potential for fraudulent use or abuse of DL/IDs.

e Expedite state progress toward compliance with REAL ID implementation.

s & @ @

The above criteria and priorities reflect our emphasis on verification capabilities, but at the same
time are not exclusive to those activities. As such, the report inaccurately states that DHS
decided to “distribute grant funds more broadly.” DHS awarded targeted grants to the lead and
pilot states to begin development of the verification hub. With respect to the state-specific
awards, DHS did adjust the basis for award allocation to include the peer review score and the
size of state’s DL/ID system as a measure of the scope of efforts the state will need to undertake
to become compliant with REAL ID. In addition, DHS extended the deadline for applications

! The Commonwealth of Kentucky received $3 million of the original FY06 grant to fund a REAL ID Pilot Project
to fund birth record verification process improvements. DHS awarded an additional $4 million REAL ID Vital
Events Verification State Project Grant to Kentucky to fund connectivity to the Electronic Verification of Vital
Events (EVVE) hub by all jurisdictions.
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based on requests from states to simplify what they considered a difficult application form. We
believe documentation regarding our outreach has been provided, however, we are happy to
provide further documentation if needed.

FEMA/Grants Programs Directorate (FEMA/GPD) worked diligently with prospective grant
applicants in advance of the application submittal deadlines to ensure that each received grant
program guidance and was notified of required application edits or changes. Recognizing that
many state DMV applicants had limited or no experience with the FEMA grant process,
FEMA/GPD - in conjunction with the REAL ID Program Office - established formal and
informal lines of communication to assist them in preparing and revising their grant proposal
submissions. Formally, the REAL ID Program Office and FEMA/GPD convened a special
question and answer meeting with National Governors Association leadership and numerous
state department of motor vehicles leaders to ensure DHS provided absolute clarity of program
goals and grant processing requirements. At the conclusion of the meeting, FEMA/GPD agreed
to send to all selected state DMV applicants the revised grant language. This revised language
clarified program goals and grant processing requirements. Informally, states DMV applicants
were encouraged to call FEMA’s toll-free number or the REAL ID Hotline to ask questions or
request program and grant application assistance. Finally, recognizing that many state DMVs
were unfamiliar with the grant application process, states were provided, and most states
accepted, a second opportunity after their initial grant application was submitted to improve the
quality of their grant application.

We agree with the recommendation te develop a communications plan. We have already begun
a joint effort to that end. In addition, we have taken the following steps to ensure outreach on the
FY09 grants:

¢ Developing a memorandum of understanding to articulate our shared commitment and
clearly delineate FEMA/GPD and Office of Policy/Screening Coordinating Office roles
and responsibilities

e Established REAL ID Program Office personnel to be responsible for monthly contact
with their assigned REAL ID representative from each state

e  On January 22™" conducted the first FEMA regional meeting with Region V states
(Illinois, Indiana, Michigan, Minnesota, Ohio and Wisconsin) state POCs to discuss FY
08 and FY09 grants, provide program updates and answer specific questions. This
regional meeting format worked well and we are currently working to schedule similar
meetings with other Regions in the near future

Additional comments:

Page 3

Comment. The requirements of the Act only apply to states that choose to comply and only to the
issuance of compliant cards, with the exception of 6 CFR 37.71. The descriptive language on
page 3 and following should reflect the limited scope of applicability of the Act and rule.

It is importani to note the dedicated funding because the states can use other grant funds to
support REAL ID implementation in their state at their discretion.
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States do not need to “certify” that they meet the milestones. All they need to do is fill out and
submit the Material Compliance Checklist with the date a benchmark was met or will be met.

Comment. DHS did have both a strategy and process for developing guidance on card marking
and physical security. State comments reflect delays in delivering on DHS commitments and not
the absence of a strategy. DHS drafted proposed guidance documents, actively solicited state
input and review, and submitted both for agency and interagency review. The card marking
guidance has been completed and disseminated to states. The guidance on facilities securily is
currently in interagency review. The process may have been delayed but it proceeded as
planned. Recommend that this statement be modified.

Page 13, first paragraph

Comment. There is no specific requirement for 125 character storage of the full legal name.
However, DHS endorses AAMVA current and proposed standards for capture, storage,
Jformatting, and transliteration of name data. Recommend that the statement be gualified to
indicate that thel25 character standard is an AAMVA standard and not a requirement of the
DHS rule.

Comment. REAL ID does not require states to share information with issuing agencies or with
other states (except for the status of current driver’s licenses or REAL IDs valid in other states).
Data is matched or verified, not exchanged. If an individual is found to have multiple REAL IDs
or driver’s licenses as a result of the state-to-state query, the state originating the query must
receive confirmation that the fother) existing license has been terminated, but no additional data
is exchanged. Recommend change “share” to “verify..

Page 15, last paragraph, page 16 top

Comment. DHS has never promised “guidance” on the costs of verification systems to states.
DHS has promised to provide the funding to states so that states themselves could jointly
determine the basis for these costs. DHS has been working with AAMVA and the states to define
system requirements for verification systems. Only afler states have documented both system
requirements and detailed design for these systems can cost information in general and
transaction cost information in particular be identified.

Page 19, 1st paragraph

Comment. The press release announcing grant awards correctly stated the award basis — it was
not “a number of factors " but very clearly the criteria from the grant guidance and the size of
the state’s DL/ID system.

Page 21, Recommendations

“Recommendation #1: Establish a stakeholder group”
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DHS has worked with AAMVA to establish stakeholder “working groups” based on particular
tasks fo ensure appropriate, focused participation. For example, groups have been established
to define verification system requirements, revise AAMVA card standards, and review proposed
guidelines for card marking and physical security standards. DHS has refrained from
establishing a single, comprehensive stakeholder group for all REAL ID implementation issues
because of the need to bring together the right level of expertise among stakeholders in
particular areas (i.e., those with verification system ownership are different from those with
expertise in the levels of physical security features on cards).

Additionally, state DMVs have requested that we work closely with AAMVA as the entity that
Jformally represents their interests and concerns in Washington. To that end, DHS has sought to
take advantage of the existing communications infrastructure of AAMVA as well as AAMVA
standards setting, training, and IT systems operations activities. For example, DHS is
supporting an AAMVA special project to revise the AAMVA International Card Specification to
include the requirements of the final rule. While DHS is solely responsible for setting REAL ID
requirements and assessing conformity with those requirements, DHS believes that it should not
compete with or duplicate the activities of AAMVA, Federal Motor Carrier Safety
Administration, and other public or private standard setting bodies.
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ADDITIONAL INFORMATION AND COPIES

To obtain additional copies of this report, please call the Office of Inspector General (OIG) at (202) 254-4199,
fax your request to (202) 254-4305, or visit the OIG web site at www.dhs.gov/oig.

OIG HOTLINE

To report alleged fraud, waste, abuse or mismanagement, or any other kind of criminal or noncriminal
misconduct relative to department programs or operations:

+ Call our Hotline at 1-800-323-8603;

 Fax the complaint directly to us at (202) 254-4292;

* Email us at DHSOIGHOTLINE@dhs.gov; or

* Write to us at:
DHS Office of Inspector General/MAIL STOP 2600,
Attention: Office of Investigations - Hotline,

245 Murray Drive, SW, Building 410,
Washington, DC 20528.

The OIG seeks to protect the identity of each writer and caller.






